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Hawaii’s healthcare and transportation 
sectors are critically vulnerable to 
cybersecurity threats, underscoring the 
urgent need for robust measures to defend 
against targeted attacks and prevent 
collateral damage.

Recent Cyber Attacks in Hawaii:

● 2021 and 2024: Oahuʻs bus system was shut down 
● 2021: Queen’s Health System (Oahu) - disrupted systems and delayed patient care
● 2024: Malama I Ke Ola (Maui) - disrupted systems and delayed patient care



Risks and Vulnerabilities - Transportation

● Cyber-attacks on cargo vessels could disrupt essential supply chains, 
severely impacting the state

● Almost all critical infrastructure in Hawaii relies on transportation
● Attacks range from VANET/ITS in ground transportation to aviation and 

maritime sectors
● Recent Oahu attacks disabled ground transportation reservations and 

payment systems
● Only 1 ferry operates from Maui to Lanai and Molokai; a cyber attack 

would cause severe delays and disrupt access to essential transportation
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Risks and Vulnerabilities - Healthcare
● Natural Disasters- Hawaii prone to hurricane, tsunamis, volcano eruptions

● Geographic Isolation- limit specialized medical care and emergency response 

● Legacy Equipment- technological failure, lack of updates and patches on s/w

● Overworked staff- decreased alertness, gaps in security, poor password practice

● Workforce shortage- Maui in  2023, as high as 43%, lower security quality

● Telehealth- data privacy, integrity risks during live sessions and storage
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